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APPROVED BY A/SY/OPS/T: M H MUSSER, ACTING CHIEF 

A/OC/PE/CGSHAW 

A/OC/AF-RLOCHMILLER 

A/SY/FO/AF: M MULVEY 

DESIRED DISTRIBUTION 

A/OC/PE; A/OC/AF; A/SY/FO/AF; A/FSO 

301023Z 078875 /21 

R 291908Z APR 77 
FM SECSTATE WASHDC 
TO AMEMBASSY ACCRA 
INFO AMEMBASSY ABIDJAN 
AMEMBASSY DAKAR 

CONFIDENTIAL STATE 097181 

E.O. 11652: GDS 

TAGS: ASEC 

SUBJECT: TELEPHONE INSTALLATION - NOB DAKAR 
REF: ACCRA 2856 

1 . IN THE INTEREST OF RATIONAL SYSTEMS ENGINEERING FOR NEW 
BUILDINGS, AND AT SOME SACRIFICE IN SECURITY, A/SY CONCURS 

IN USE OF THE "WIRECLOSET CONCEPT" IN WHICH KSUS ARE GROUPED 
RATHER THAN EACH INSTALLED IN THE PARTICULAR AREA SERVICED. 
HOWEVER, THE WIRE CLOSETS SHOULD BE LOCATED AS NEAR AS POS- 
SIBLE TO THE SENSITIVE OFFICES SERVED. FOR INSTANCE, IN A 
MULTI-STORY BUILDING WITH SENSITIVE OFFICES GROUPED ON THE 
UPPER FLOORS, THE KSUS FOR EACH FLOOR SHOULD BE LOCATED IN 
A WIRE CLOSET ON THAT FLOOR. THE BASIS OF PLANNING SHOULD BE 
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TO MINIMIZE THE LENGTH OF WIRING EXTENDING FROM SENSITIVE 
OFFICES TO THE POINT WHERE IT ENCOUNTERS THE DISCONNECT 
SECURITY FEATURE PROVIDED BY KSU DESIGN. THIS WIRING SHOULD 
NOT TRANSIT UNRESTRICTED AREAS. 

2. IF EQUIPMENT INCLUDES MODEL 400UF LINE CARDS, SAN/BAR 
MODEL 400LA SECURITY LINE CARDS SHOULD BE SUBSTITUTED. 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 22 May 2009 


3. SYSTEM SHOULD INCLUDE COOKE JACK FIELDS INSTALLED IN 
WIRE CLOSETS ON LINES CONNECTING KSUS AND CENTRAL PABX AND 
ALSO ON ANY DIRECT LINES. 

CHRISTOPHER 
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